O He00X0UMOCTH MOBBIIIEHNSI YPOBHSI MPAaBOBOM 1 (PpHUHAHCOBOIT
rPaMOTHOCTH I'PaKJaH H «<KKOMIILIOTEPHOI THTHEHe» CPe/an
du3nyecKuX U IPUANYECKUX JHIL

B coBpemMeHHOM MUpe NMPOTHBOAEHCTBIE KMOEPIPECTYITHOCTH SIBJISETCS OJHOU U3 Hanbosiee
AKTYaJIbHBIX U CJIOKHBIX KPUMHUHOJIOTMYECKHUX MPoOsieM. BbICOKast TaTeHTHOCTh, POCT YKcia
KHOepIpeCcTyITHUKOB, COBEPIIEHCTBOBAHNE MH(OPMAIIMOHHBIX TEXHOJIOTUH, CO3AI0II1e HOBbIE
BO3MOKHOCTH COBEPILIEHHUS STUX MPECTYIUICHNH, HEOOXOANMOCTb MHBIX MOAXO0/I0B IPOTHBOIECHUCTBUS
MIPECTYIIEHUSIM, COBEPILIAEMbIM B BUPTYaJIbHOM MPOCTPAHCTBE, CO3/IAI0T YTPO3bI IS INI00AIbHBIX
MH(POPMAIMOHHBIX CETel M OOIIECTBA B LIEJIOM.

KubepripectyruieHus: — 3TO NMPECTYIUICHUs, COBEpIIIaeMble C UCTIOJIb30BAHUEM COBPEMEHHBIX
MH(pOPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH, T.€. C UCIIOJIb30BAHUEM KOMIIBIOTEPHON
TEeXHUKU 1/unu VIHTepHeTa B MHPOPMAaMOHHOM (BUPTYaJIbHOM) ITIPOCTPAHCTBE, B KOTOPOM
HaXOATCS CBEJIEHUs O JIMLIAX, MpeaMeTax, (hakTax, COOBITUSX, SBJICHUSX, HAXOASAIIMECs B ABUKEHUN
10 JIOKQJIbHBIM U TJI0O0QJTBHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHSIIUeCs B TAMSITH
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J060r0 (PU3MUECKOTO WM BUPTYAIBHOTO YCTPOWCTBA, MM APYTOTro HOCHUTES, PeHA3HAUYEHHOTO
IS MIX XpaHeHus1, 00pabOTKU U Mepe/IayvH.

[MpectyruieHus B JaHHO# cepe B HACTOSIIIEE BpeMsI IOCTUTIIH OeCIpelieICHTHOTrO pa3Maxa, Yemy
Ype3BBIYAIHO MOCIIOCOOCTBOBANIO TIOBCEMECTHOE MOAKIIIOUeHUE K VIHTEpHETY ¢ MOMOIIBI0
HOYTOYKOB, CMapT(OHOB U IUIAHIIIETOB, U IO MPaBY CYATAESTCS] OJJHOW U3 CAMBIX MPUOBUIBHBIX CTATEH
KPUMHHAJILHOTO OM3HECa B LIEJIOM.

[Tosxasnyii, r1aBHOM MPUYMHON POCTa KOMIBIOTEPHOW NIPECTYITHOCTH CTAHOBSITCS €€ KPUMUHOTI'€HHBIE
(paxkTOpBI, BO3HUKIIME B X0Z€ coBeplIeHCTBOBaHUsA ceTu MHTepHeT. C nomorisio ceth «MHTepHeT»
KHOEepIpeCTyITHUKN MOTYT COBEpPIIATh NMPECTYIUIEHNE AHOHUMHO, CKPBIBATH CBOI0 HCTUHHYIO
JMYHOCTh. Ee TpaHCTpaHMUHBINA XapaKTep He OrPaHMUYMBAET MPECTYITHUKOB TEPPUTOPUATIBHBIM
[IPOCTPAHCTBOM U MO3BOJISIET YXOAUTh OT YTOJOBHOUM OTBETCTBEHHOCTH.

HawnbGonee yacto kubGepnpecTyrieHus sSBISI0TCS (PUHAHCOBO-OPHEHTUPOBAHHBIMU U
OCYILECTBJISIIOTCS HOCPEICTBOM CJIE/IYIOIIHE THUIIOB aTaK:

- (pMILIMHT - OJTyYeHUe JOCTyIa K KOH(PHIEHIMAIbHBIM JaHHBIM I10JIb30BaTelIsl (JIOTMHAM U
[apoJisiM), C IOMOUIbI0 BUPYCOB, IIMMOHCKUX IIPOrpaMM, IIPOrpaMM-BbIMOraTesiel U Apyron
COLIMAJIbHOW MHKEHEPUM — Yallle BCErO C LeJIbI0 KPaXky JIMYHBIX JAHHBIX WK (DMHAHCOBBIX CPE/ICTB.

B nogo6HbIX cxemax U3M00JIeHHBIM CPEJCTBOM 3/I0YMBIIIUIEHHUKOB SIBJISIETCS 9JIEKTPOHHAS M0YTA.
CyTb MeTO/1a 3aKJII0YAETCS B IPUHYKACHUY MOJIydaTelis IMCbMa K NEPEX0/y MO CChIJIKE OT UMEHU
JIETUTUMHOM opraHu3anuu (6aHKa, HaJIOTOBOM CiIykObl, OMYJISIPHOIO MHTEPHET Mara3uHa u T. A.). B
MOAOOHBIX CIydasixX IeJbIo, 3a4acTyio, SBJISAETCS OBIaJileHne OAaHKOBCKUMHU JAHHBIMU.

- KHOepBHIMOTaTeJIbCTBO

Kak npasuio, BHavyaJie y moJb30BaTesIs UM KOMIIAHUM, IIOCIIE 3arpy3KH BPEIOHOCHOIO KoJa
mmpyioTcs Gaiibl, a 3aTeM MOCTYNaeT MpeIoKeHHe O BOCCTAHOBJICHUH B OOMEH Ha JIEHEKHOE
BO3HarpaxaeHue (0ObIYHO B BUJEe OUTKOMHOB WJIM IPYrod KPUMTOBAMIOTH). Tak Kak

rocyJapCTBEHHBIC JCHEKHBIC 3HAKU MOKHO OTCJICAUTD, & KPUIITOBAIIOTY OTCIICAUTD CJIIOKHO.

- (pmHAHCOBOE MOLIEHHNYECTBO
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BosbIIMHCTBO M30LIPEHHBIX CXEM (PMHAHCOBOTO MOILIEHHUYECTBA CBSA3aHO CO B3JIOMOM
KOMITBIOTEPHBIX CUCTEM OIIEPaTOPOB POSHUYHON TOPrOBIIM C LIEJIBIO MOTyYeHNsI OAHKOBCKUX JaHHbIX
0 MOKYMaTeJAX (TaKk Ha3blBa€MblE 1I€JIEBbIE aTaKW) WJIH MOCJIe1YIOIIMMU MaHUITYIAIUAMU
NoJTy4eHHOoI nHdpopmanyeil. Hekotopsle TUITbI MOIIEHHUYECTBA, CBA3aHHOTO ¢ (PMHAHCAMU,
YpEe3BBIYANHO CJI0KHO OOHAPYKHUTb.

KubeprnpecTynmHUKH UCTIONB3YIOT LIEJbIA apCeHaNl Y3KOCTIeUAIbHBIX 3HAHUI ¥ HABBIKOB B IIEJISIX
MOJTyYeHHs] HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K OAHKOBCKMM CUETaM, COBEPIIIEHHS KPax JTMYHOCTH,
BBIMOTraTeJIbCTBA (PMHAHCOBBIX CPEJCTB, MOLIEHHUYECTBA, PECIIEIOBAaHNS U 3aIlyTUBaHUS WU
WCIIOJIb30BAHU S 3aPAKEHHOIO KOMITBIOTEPA B Pa3BETBIIEHHOW CETH C LIEJIbIO COBEPIIICHUS aTaK Ha
KPYITHbIE OPraHU3al1H.

[TpoTtuBOAEiiCTBIE C KNOSPIPECTYIUIEHUSIMHI BXOAUT B 00S3aHHOCTH TIPABOOX PAHUTEILHBIX OPraHOB.

PsnoBsle M0Ib30BaTENM TaKKe MOTYT CYIECTBEHHO ITOCIOCOOCTBOBATh MPECEUYEHUIO POCTA
KHUOEPITPECTYMTHOCTH, 3a0IOKMPOBaB OCHOBHOIM METO]] pacIpOCTpaHEeHUsI KHOepIPECTYIICHHIA:
BPEIOHOCHOE ITPOrpaMMHOE 0OeCIIeUeHHeE.

W36aBUBIIMCH OT BUPYCOB, IIMTUOHCKOTO MPOrPAMMHOTO 0OECTIeYeHH s ¥ TPOTr paMM-BbIMOTaTes e ¢
MOMOIIBI0 COBPEMEHHOT'0 U 3(h(PeKTUBHOIO aHTUBUpPYCA BBl HE TOJILKO 3alUTHTE CBOM KOMIBIOTED
OT BpPEIOHOCHOM MPOrpPaMMBl, HO IPECEUYETE MOIBITKY 3JI0YMbIIUIEHHUKOB I10J1y4aTh BHITOAY, B TOM
yucie Bamm ¢puHaHcoBbIe cpeicTBa MPOTUBO3aKOHHO — YTO SIBJISIETCS] MX OCHOBHOM MOTHBALIMEH.

CoBeTsl 110 NMpeSyNpPexASHUI0 KUOEPIPECTYIJICHUI:

- UCTIOJIB3YITE JTMUEH3MOHHOE IPOrpaMMHOe oOecTiedeHre AJ1s1 3aIlUThl OT 3apakeHUs1 KOMITbIoTepa
WJIM MOOMJIBHOTO YCTPOMCTBA MIPY YCTAHOBKE PA3IMUHBIX PO PAMM;

- YCTAaHOBUTE AHTUBUPYCHYIO IPOIpaMMy HE TOJIbKO Ha IEPCOHAJIbHBIN KOMITBIOTEpP, HO U Ha
cMapTQOH, IUIAHIIET U APYTYIO TEXHUKY;

- He 3arpysaiTe (pailsibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;
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- HC IEPEXOAUTE IO CChUIKAM, COACPKAIMMMCA B ClIaM€ U APYTUX MOAO3PHUTEIIbHBIX JICKTPOHHBIX
n1ucbMax OTHpaBHTCHCfI, KOTOPBIX Bbl HE 3HACTE;

- HC COO6H.I&IZTC HUKOMY CBOM NIAPOJIA U JINYHBIC NAHHBIC,

- BO3JEPKUTECHh OT MOKYIMOK Ha MaJIOM3BECTHBIX U MOJO3PUTEILHBIX UHTEPHET-CAlTaX U Yy JIMII,
OCYIIECTBJISAIONIUX MPOIaXy TOBAPOB WU YCIYT B COLMANBHBIX CETSIX, OCOOCHHO MPH
HEOOXOIMMOCTH BHECEHHM S TTOJTHOM MPeJOTUIAThI 32 TOBAp WIIH YCIIyTH;

- HCHOHB3YﬁTC CJIOKHBIC ITapOJik, COCTOAIINE U3 KOM6HHaHI/Iﬁ LII/I(bp u 6YKB MNJIM MHBIX CUMBOJIOB;

- BO3JICPKUTECH OT MApOJIel — JaT POXKAECHUsI, UMeH, (DaMUJIHI, TO €CTh TeX, KOTOPBIE JIETKO
BBIYUCIUTD JIUOO TIOJ0OPATh.

OGecrnieyeHne 3aIIUThl OT KUOEPIIPECTYIUICHUI MOXKET 3aHSTh JIOBOJILHO MIPOJOJIKUTEILHOE BPEeMsI 1
HEKOTOPBIX YCUJIMH 110 U3YUYCHHIO PA3JIMYHbIX IIPABUII TOBEICHHS B KHOSPIIPOCTPAHCTBE, HO BCeria
toro crout. CoOmoaeHre Takux npaBul 6e30macHoi padoTsl B IHTEpHETE, Kak BO3/IEpKaHUE OT
3arpy30K U3 HEM3BECTHBIX MICTOUYHUKOB M TIOCEICHHSI CAUTOB C HU3KOW peryTalueil — 3TO 3/1paBblii
CMBICJI B paMKax MpeJoTBpalleHus1 KuoeprpecTymieHuid. BHuMarenbHoe U 6epekHoe OTHOIIEHHE K
CBOHMM YYETHBIM U MIEPCOHAIbHBIM JJAHHBIM MOXET IOCIOCOOCTBOBATH 3AIIUTE OT
37I0yMBIIUIEHHUKOB. OHaKo Hanbosee 3(pPEeKTUBHBIM METOIOM 3aIIUTH O-TIPEKHEMY OCTACTCS
UCIIOJIb30BAHKE COBPEMEHHOI'O M KAYeCTBEHHOTO AHTUBUPYCHOTO PEIIICHUSI.

10 Mapma 2024

Aodpec cmpanuypr: https://tomsk.sledcom.ru/news/item/1867408
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