O He00X0UMOCTH MOBBIIIEHNSI YPOBHSI MPAaBOBOM 1 (PpHUHAHCOBOIT
rPaMOTHOCTH I'PaKJaH H «<KKOMIILIOTEPHOI THTHEHe» CPe/an
du3nyecKuX U IPUANYECKUX JHIL

B coBpemMeHHOM MUpe NMPOTHBOAEHCTBIE KMOEPIPECTYITHOCTH SIBJISETCS OJHOU U3 Hanbosiee
AKTYaJIbHBIX U CJIOKHBIX KPUMHUHOJIOTMYECKHUX MPoOsieM. BbICOKast TaTeHTHOCTh, POCT YKcia
KHOepIpeCcTyITHUKOB, COBEPIIEHCTBOBAHNE MH(OPMAIIMOHHBIX TEXHOJIOTUH, CO3AI0II1e HOBbIE
BO3MOKHOCTH COBEPILIEHHUS STUX MPECTYIUICHNH, HEOOXOANMOCTb MHBIX MOAXO0/I0B IPOTHBOIECHUCTBUS
MIPECTYIIEHUSIM, COBEPILIAEMbIM B BUPTYaJIbHOM MPOCTPAHCTBE, CO3/IAI0T YTPO3bI IS INI00AIbHBIX
MH(POPMAIMOHHBIX CETel M OOIIECTBA B LIEJIOM.

KubepripectyruieHus: — 3TO NMPECTYIUICHUs, COBEpIIIaeMble C UCTIOJIb30BAHUEM COBPEMEHHBIX
MH(pOPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH, T.€. C UCIOJIb30BAHUEM KOMIIBIOTEPHON
TeXHUKU W/wiu VHTepHeTa B MH(OPMAIIMOHHOM (BUPTYaJIbHOM) MPOCTPAHCTBE, B KOTOPOM
HaXOATCS CBEJIEHUs O JIMLAX, MpeaMeTax, (pakTax, COOBITUSX, SBJICHUSX, HAXOASAIIMECs B ABUKEHUN
10 JIOKQJIbHBIM U TJI0O0QJTBHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHSIIUeCs B TAMSITH
06010 (PU3MUECKOro WM BUPTYAIBHOTO YCTPOWCTBA, UM APYTOro HOCUTES, PeIHA3HAYEHHOTO
IJISL MIX XpaHeHusl, 00pabOTKU U MepeIavH.
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[pectymienus B TaHHOM cepe B HACTOsIIIEe BPeMsI JOCTUIIIN OeCIIpelie/IEeHTHOrO pa3Maxa, yeMmy
Ype3BbIYAHO TIOCIIOCOOCTBOBAJIO TIOBCEMECTHOE TIOIKII0UeHUE K VIHTepHeTy ¢ MOMOIIbI0
HOYTOYKOB, CMapT(OHOB U IJTAHIIETOB, U TIO MPAaBYy CYMTAECTCS OJHOU U3 CaMBIX PUOBUILHBIX CTaTel
KPUMUHAJIBHOTO OM3HECa B LIEJIOM.

[Tosxaiyid, r;1aBHOM IPUYMHOM POCTa KOMIBIOTEPHOW IIPECTYITHOCTU CTAHOBATCS €€ KPUMUHOTI€HHBIE
(paxTOpHI, BO3HUKILIKE B X0€ coBepuieHcTBOBaHUA ceTh VIHTepHeTr. C nomolneio cetu «MHTEpHET»
KHOEepIpecTyITHUKM MOTYT COBEpPIIATh NPECTYIUIEHHE AHOHUMHO, CKPBIBATh CBOI0 UCTUHHYIO
Jn4HOCTh. Ee TpaHCcrpaHMUHBIA XapakTep He OrPaHUYMBAET MPECTYITHUKOB TEPPUTOPUATIbHBIM
IIPOCTPAHCTBOM U IO3BOJIAAET YXOAUTh OT YTOJOBHOU OTBETCTBEHHOCTH.

Hawubonee yacto kubeprpecTyIuieHus SBISIOTCS (PUHAHCOBO-OPHEHTHPOBAHHBIMU 1
OCYHIECTBJIAIOTCS TIOCPEICTBOM CJIEAYIOIIUE TUIIOB ATaK:

- (PUILIKHT - TTOJyYeHHEe JOCTYNA K KOH(PUAESHIMAIbHBIM JAHHBIM M0JIb30BaTeNs (JJOTUHAM U
[IapoJIsiM), C IIOMOUIBI0 BUPYCOB, IIMIMOHCKUX IIPOrPaMM, ITPOrpaMM-BbIMOTaTesIel ¥ Apyrou
COLIMAJIbHOW MHKEHEPUH — Yallle BCETO C LIEJIbI0 KPaKM JIMUHBIX JAHHBIX WX (DUHAHCOBBIX CPEJCTB.

B no1o0HbIX cxeMax M3M00IEHHBIM CPEICTBOM 3JI0YMBIIIJICHHUKOB SIBJISIETCS SJIEKTPOHHAS 1TOYTA.
CyTb MeTO/1a 3aKJI0YAETCs B TPUHYKICHUH MOJIydaTessi TUCbMa K EPEX0Ly MO CChUIKE OT UMEHHU
JISTUTUMHOM OpraHn3anuu (OaHKa, HAJIOTOBOM CITyKOBbI, IOMYJIIPHOTO MHTEPHET Mara3uHa u T. 11.). B
MOJOOHBIX CIyYasix LIeJIbI0, 3a4aCTyI0, SIBJISIETCS OBJIajieHe OAaHKOBCKUMU JIAHHBIMHU.

- KI/I6CPBI>IMOF8.TCJ'ILCTBO

Kak mpaBuiio, BHayase y MoJyib30Batelist WM KOMIIAaHUH, [10CJIe 3arpy3KM BPeJOHOCHOTO KOjia
mmdpyorcs ailiibl, a 3aTeM MOCTYNAeT MpeUIokKEeHNEe O BOCCTAHOBJICHUN B OOMEH Ha JIEHEKHOE
BO3HarpaxaeHue (0ObIYHO B BUJE OUTKOMHOB WJIM JIPYrod KpUITOBAMIOTH). Tak Kak
rOCY/IapCTBEHHbIE JJEHEKHbIE 3HAKM MOKHO OTCJIEUTh, & KPUIITOBATIOTY OTCJIEIUTh CI0XKHO.

- pMHAHCOBOE MOLIEHHUYECTBO

BosbIIMHCTBO M30LIPEHHBIX CXEM (PMHAHCOBOTO MOILIEHHUYECTBA CBS3aHO CO B3JIOMOM
KOMITBIOTEPHBIX CUCTEM OINIEPaTOPOB POSHUYHON TOPrOBIIM C LIEJIBIO MOTyYeHNs OAHKOBCKUX JaHHbIX
0 MOKYMaTeJAX (TaKk Ha3blBa€MblE 1I€JIEBbIE aTaKW) WJIH MTOCJIE1YIOIIMMU MaHUITYIAIUAMU
NoJTy4eHHOI nHpopmanyeil. Hekotopsle TUITbI MOIIEHHUYECTBA, CBA3aHHOTO ¢ (PMHAHCAMU,
Ype3BBIYAHO CJI0KHO OOHAPYKHUTb.

KubGepripecTyTHUKY MCIIONB3YIOT LIEJblid apceHaT Y3KOCTIEIIMATbHBIX 3HAHUI Y HABBIKOB B TIEJISIX
MOJTyYeHHs] HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K OAHKOBCKMM CUETaM, COBEPIIIEHHS KPax JTMYHOCTH,
BbIMOTaTeIbcTBa (PMHAHCOBBIX CPEJCTB, MOIIIEHHUYECTBA, MPEC/IeJOBaHNS U 3aITyTUBAHUS WU
WCIOJIb30BAaHU S 3aPAKEHHOTO KOMITBIOTEPA B PA3BETBIIEHHOW CETH C LIEJIbIO COBEPIIICHUS aTaK Ha
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KPYIIHbIE OPTaHU3ALINN.
[TpoTtuBOAEiiCTBIE C KNOSPIPECTYIUIEHUSIMHI BXOAUT B 00S3aHHOCTH TIPABOOX PAHUTEILHBIX OPraHOB.

PsnoBsle M0Ib30BaTENM TaKKe MOTYT CYIECTBEHHO ITOCIOCOOCTBOBATh MPECEUYEHUIO POCTA
KHUOEPITPECTYMHOCTH, 3a0IOKMPOBaB OCHOBHOIM METO]] pacIpOCTpaHEeHUsI KHOEPIPECTYILICHHIA:
BPEIOHOCHOE ITPOrpaMMHOE 0OeCIIeUeHHE.

W36aBUBIIMCH OT BUPYCOB, IIMTUOHCKOTO MPOrPAMMHOTO 0OECTIeYeHHs ¥ TPOTr paMM-BbIMOTaTes e ¢
MIOMOIIBIO COBPEMEHHOT'0 U 3(h(PeKTUBHOIO aHTUBUpPYCA BBl HE TOJILKO 3alUTHTE CBO KOMIIBIOTED
OT BpPEIOHOCHOM MPOrPaMMBl, HO IPECEUYETE MOIBITKY 3JI0YMbIIUIEHHUKOB I10J1y4aTh BHITOAY, B TOM
yucne Bam ¢puHaHcoBble cpe/icTBa MPOTUBO3aKOHHO — YTO SBJISIETCS] MX OCHOBHOM MOTHBALIMEH.

CoBeTsl 110 NMpeSyNpPexACHUI0 KUOEPIPECTYIJIEHUI:

- UCTIOJIB3YITE JTMLUEH3MOHHOE IPOrpaMMHOe oOecTiedeHre AJ1s 3allUThl OT 3apakeHUsI KOMITbIoTepa
WJIM MOOWJIBHOTO YCTPOMCTBA MIPY YCTAaHOBKE PA3IMUHBIX MPOTPAMM;

- YCTAaHOBUTE AHTUBUPYCHYIO IPOrpaMMy HE TOJIbKO Ha IEPCOHAJIbHBIN KOMIIBIOTEpP, HO U Ha
cMapTQOH, IUIAHIIET U APYTYIO TEXHUKY;

- He 3arpysaiTe (paiisibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;

- HE TIEPpEXOAUTE IO CCbUIKAM, COACPKANIMNMCA B ClIaM€ U APYTUX MOAO3PUTEIIbHBIX IJICKTPOHHBIX
IUucbMax OTHpaBHTeHGﬁ, KOTOPBIX Bbl HEC 3HACTE;

- He cooOIIaiTe HUKOMY CBOU MAPOJIU ¥ JIMUHBIE TaHHBIE;

- BO3JEPKUTECH OT MOKYIOK Ha MaJIOM3BECTHBIX U MOJO3PUTENIbHBIX UHTEPHET-CalTaX U Yy JIMLL,
OCYHIECTBJISIOLIMX MPOAAXY TOBAPOB WM YCIIYT B COLUMAIBHBIX CETSAX, 0COOEHHO MpU
HEOOXOAMMOCTH BHECEHHMSI TTOJTHOM MPEJOIUIAThl 32 TOBAp WIH YCIyTH;

- UCTIOJIb3YWTE CJIOKHBIE TTAPOJIU, COCTOSIINE U3 KOMOMHAIMI 1 p 1 OYKB MM MHBIX CUMBOJIOB;

- BO3/IEPXKUTECH OT MapoJjien — 1aT POXkIEHUsI, UMEeH, (DaMIINi, TO €CTh TEX, KOTOPbIE JIETKO
BBIYHCIIUTD JIUOO MO00PATb.

OGecrnieyeHue 3aUThI OT KUOEPITPECTYIUICHUI MOXKET 3aHSTh JI0BOJIHO MPOJOJDKUTEILHOE BpeMsI 1
HEKOTOPBIX YCUJIUH 110 U3YUEHUIO Pa3JIMUHBIX MPaBIII MOBEICHUs B KUOEPIPOCTPAHCTBE, HO BCETraa
Toro crout. CoOmosieHre TakKuX MpaBuil Oe30nacHoi paboTsl B VIHTEpHETE, Kak BO3Jep:KaHUe OT
3arpy30K U3 HEU3BECTHBIX UICTOYHMKOB U MOCELIEHUS CAUTOB C HU3KOW peryTaluueil — 3TO 3paBblid
CMBICJI B paMKax MpeJOTBpalleHus] KuoeprpecTymieHnid. BanMarensHoe 1 GepekHoe OTHOIIEHHE K
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CBOUM YYETHBIM U MEPCOHAJIbBHBIM JaHHBIM MOKET MOCIIOCOOCTBOBATh 3allIUTE OT
3JIOYMBIIIJICHHUKOB. OI[HaKO HauoOoJIee 9(b(peKTHBHbIM METOAOM 3alIUTHI MO-TIPEKHEMY OCTACTCA
HCIIOJIb30BAHUE COBPEMEHHOI'O 1 KAYECTBEHHOI'O aHTUBHUPYCHOI'O PECHICHUA.

21 Hwons 2022

Aodpec cmpanuypi: https://tomsk.sledcom.ru/news/item/1699140
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