IIpodunakTuka cpeayn HaceJieHUsI NOBbINIEHUsI YPOBHS IPaBOBOM
1 (pUHAHCOBOM rPAaMOTHOCTH I'Pa’K/1aH, IPonaraHaa
«KOMINIbIOTEPHOM FTHTHEHbI» cpean (pu3nuyecKux U IPUInye CKuX
JIHIX

B coBpemeHHOM MUpe MPOTHBOICHCTBIE KMOSPIPECTYITHOCTH SIBJISIETCS OJJHOUM U3 Hanbosee
AKTYyaJIbHBIX U CJIOKHBIX KPUMHHOJIOTUYECKUX MPpo0sieM. Bbicokasi TaTeHTHOCTD, POCT YHCIA
KHOepIpeCTyITHUKOB, COBEPIIEHCTBOBaHNE NH(OPMAIIMOHHBIX TEXHOJIOTUH, CO3AI0IINE HOBbIE
BO3MOKHOCTH COBEPIIICHHUS] TUX MPECTYIUIEHUI, HEOOXOAUMOCTb UHBIX MOAX0J0B MPOTUBOACUCTBUS
MPECTYIIEHUSIM, COBEPIIIAeMbIM B BUPTYaJIbHOM MPOCTPAHCTBE, CO3/IAI0T YTPO3BI TSI TJI00ATBHBIX
MH(MOPMAILIMOHHBIX CETel U OOIIECTBA B IIEJIOM.

KubepnpectyruieHus1 — 3TO NMPeCTyIUIeHUs], COBEPIIIAEMbIE C UCTOJIb30BAHUEM COBPEMEHHbIX
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTH, T.€. C UCIOJIb30BAHUEM KOMITBIOTEPHOMN
TEXHUKU W/ HTepHeTa B MH(OpMaIIMOHHOM (BUPTYaJIbHOM) IIPOCTPAHCTBE, B KOTOPOM
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HaXOIATCS CBEJIEHUS O JIMLIAX, MpeaMeTax, (hakTax, COOBITUSX, SIBJICHUSX, HAXOASAIINECS B ABUKEHUH
10 JIOKQJIbHBIM U IJI0O0QJTBHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHSIIUECs B TAMSITH
J060r0 (PU3MUYECKOTO WM BUPTYAIBHOTO YCTPOWCTBA, MM APYTOro HOCHUTES, PeHA3HAYEHHOTO
IS MIX XpaHeHus1, 00pabOTKU U Mepe/IayvH.

[MpectyruieHus B JaHHO# cepe B HACTOSIIIEe BpeMsI IOCTUTIIH OeClpelieIeHTHOTrO pa3Maxa, Yemy
Ype3BBIYAIHO IMOCIIOCOOCTBOBANIO TIOBCEMECTHOE MOAKIIIOUeHUE K VIHTEpHETY ¢ MOMOIIBI0
HOYTOYKOB, CMapT(OHOB U IUIAHIIETOB, U 10 MPABY CYATACTCS] OJJHOW U3 CAMBIX MPUOBUIBHBIX CTATEH
KPUMHHAJILHOTO OM3HECa B LIEJIOM.

[Toskasnyii, r;1aBHOM MPUYMHON POCTa KOMIBIOTEPHOW NIPECTYITHOCTY CTAHOBSITCS €€ KPUMUHOTI'€HHBIE
(paxkTOpBI, BO3HUKIIME B X0Z€ coBeplIeHCTBOBaHUsA ceTu MHTepHeT. C nomorisio ceth «MHTepHeT»
KHOEepIpeCTYITHUKN MOTYT COBEpPIIATh NMPECTYIUIEHUE AHOHUMHO, CKPBIBATH CBOI0 HICTUHHYIO
JMYHOCTh. Ee TpaHCTpaHMUHBINA XapaKTep He OrPaHUYMBAET MPECTYITHUKOB TEPPUTOPUAIBHBIM
[IPOCTPAHCTBOM U MO3BOJISIET YXOAUTb OT YTOJOBHOM OTBETCTBEHHOCTH.

HawnbGonee yacto knbGepnpecTyrieHus SBISI0TCS (PUHAHCOBO-OPHEHTUPOBAHHBIMU U
OCYILECTBJISIIOTCS HOCPEICTBOM CJIE/IYIOIIHE THUIIOB aTaK:

- (huHHr - oJIyYeHue JOoCTyIa K KOH(pHISHIMAIbHBIM JaHHBIM I10JIb30BaTelIsl (JIOTMHAM U
[apoJisiM), C IOMOUIbI0 BUPYCOB, IIIMMOHCKUX IIPOrpaMM, IIPOrpaMM-BbIMOraTesiel U Apyron
COLMAJIbHOW MHKEHEPUHM — Yallle BCEro C LEJIbI0 KPaXky JIMYHBIX JAHHBIX WK (DMHAHCOBBIX CPE/ICTB.

B nogo6HbIX cxemax U3Mo0JIeHHBIM CPEJCTBOM 3JI0yMBIIIUIEHHUKOB SIBJISIETCS 9JIEKTPOHHAS 110YTA.
CyTb MeTO/1a 3aKJII0YAETCS B IPUHYKACHUY MOJIydaTelis IMCbMa K NEPEX0/y MO CChIJIKE OT UMEHU
JIETUTUMHOM opraHu3anuu (6aHKa, HaJIOTOBOM CiIykObl, OMYJISIPHOIO MHTEPHET Mara3uHa u T. A.). B
MOOOHBIX CIydasixX IeJIbIo, 3a4acTyio, SBJIAETCS OBJIaJileHne OAaHKOBCKUMHU JAHHBIMU.

- KHOepBHIMOTaTeJIbCTBO

Kak IMpaBUJIO0, BHAYAJIC Y IMOJIb30BATCJIA UJIXM KOMIIAHWH, ITOCJIE 3aIrPy3KKU BPEJOHOCHOI'O KOJa
IJ_II/I(ppy}OTC}I (pafl.]'[bl, a 3aTEM IIOCTYIACT NPEAJIOKEHUE O BOCCTAHOBJICHUU B 00OMeH Ha JECHEKHOEC
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BO3HarpaxaeHue (0ObIYHO B BUJEe OUTKOMHOB WJIM IPYrod KpUNTOBAMIOTH ). Tak Kak
rOCY/IapCTBEHHBIE JEHEKHbIE 3HAKM MOKHO OTCJIEUTD, & KPUIITOBATIOTY OTCJIEANUTD CI0XKHO.

- (pmHAHCOBOE MOLIEHHNYECTBO

BosbIIMHCTBO M30LIPEHHBIX CXeM (PMHAHCOBOTO MOILIEHHUYECTBA CBSA3aHO CO B3JIOMOM
KOMIBIOTEPHBIX CUCTEM OINEPaTOPOB POZHUYHOU TOPrOBJIHU C LEJbI0 MONTyYeHU s OAHKOBCKUX JTaHHBIX
0 MOKYyNaTesisAx (Tak Ha3blBaeMble 1eJIEBble aTaKM) UM NOCIEAYIOIUMHA MaHUITY ISALUSAMA
M0JIy4eHHO! nHpopmanyei. Hekotopsle TUIIBI MOIIIEHHUYECTBA, CBSA3aHHOTO ¢ (PMHAaHCAMU,
Ype3BbIYANHO CJI0KHO OOHAPYKUTb.

KI/I6CpHpCCTy1'IHI/IKI/I HCIIOJIb3YIOT I.IeJ'II:IfI apcCeHaJl y3KOCIICIUAJIbHbIX 3HAaHUU ¥ HAaBLIKOB B neiaAax
MOJIYy4CHU A HECAHKIIUOHUPOBAHHOI'O AOCTYIIA K OaHKOBCKHM C4ueTaM, COBEPIICHUA KpaxX JIUYHOCTH,
BBIMOTI'aTCJIbCTBA (pHHaHCOBLIX CpEACTB, MOHICHHUYECTBA, IIPECJICAOBAHNUA U 3aIlyTMBaHUA UJIA
HCIIOJIb30BAHU S 3aPAKCHHOI'O KOMIIBIOTEPA B pa3BeTBHeHHOﬁ CETHU C LECJIbIO COBEPIICHUSA aTaK Ha
KPYIIHbIE OpraHU3alu.

HpOTHBOILCfICTBHC C KI/I6epHpCCTy1'IJ'IeHI/IHMI/I BXOIUT B 00s3aHHOCTU MMPpaBOOXPAHUTEJIbHBIX OPIraHOB.

Ps/10BbIe TIOJIB30BATENN TAKKE MOTYT CYIIECTBEHHO IMOCIIOCOOCTBOBATH MPECEUYECHHIO POCTA
KHOEepIpeCTyTHOCTH, 3a0JI0KMPOBAB OCHOBHOW METO[I paCIpOCTpaHEHHsI KHOEPITPECTYIJICHUI:
BPEIOHOCHOE MPOrpaMMHOe OOecTieueHHe.

N36aBUBIIKCH OT BUPYCOB, IIIMOHCKOTO MPOrPaMMHOT0 00ecHedYeH s 1 IPOrpaMM-BbIMOTaTeei ¢
MIOMOIIIBIO COBPEMEHHOT0 U 3(P(EKTUBHOIO aHTUBHpPYCa Bbl HE TOJIBKO 3aIIUTUTE CBO KOMITBIOTED
OT BPEIOHOCHOM ITPOrPaMMBl, HO IIPECEUYETE MOMBITKU 3JI0YMbIIUIEHHUKOB I10JIy4aTh BHITOAY, B TOM
yucie Bamm (puHaHCOBbBIE CpeAcTBa NPOTUBO3aKOHHO — YTO SBJISETCS UX OCHOBHOW MOTHBALIMEH.

CoBeTsl 10 MpeaynpexAeHII0 KHOEPITPeCTyIICHHUI:
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- UCIIOJIb3YTE JIMIIEH3MOHHOE IPOrpaMMHOE 00ecredeHHe IS 3aIlUThl OT 3apakeHNsT KOMITbIoTepa
WJIN MOOMJIBHOTO YCTPOMCTBA MPH YCTAaHOBKE Pa3IMYHbBIX TPOTPaMM;

- YCTAaHOBUTE aHTUBUPYCHYIO IIPOrpaMMy HE TOJIbKO Ha IIEPCOHAJIbHBIN KOMITBIOTEDP, HO U Ha
cMapTdOH, IJIaHIIET U IPYTyI0 TEXHUKY;

- He 3arpyxaiire (ailyibl U3 HEPOBEPEHHBIX UCTOYHUKOB;

- HC IEPEXOAUTE IO CChUIKAM, COACPIKAIMMMCA B ClIaM€ U APYTUX MOAO3PHUTEIIbHBIX JICKTPOHHBIX
n1ucbMax OTHpaBHTCHCfI, KOTOPBIX Bbl HEC 3HACTE;

- HC COO6H.I&IZTC HUKOMY CBOM NIAPOJIA U JINYHBIC NAHHBIC,

- BO3JEPKUTECHh OT MOKYIMOK Ha MaJIOM3BECTHBIX U MOJO3PUTENbHBIX UHTEPHET-CAlTaX U Yy JIMII,
OCYIIECTBJISAIONIUX MPOIaXy TOBAPOB WU YCIYT B COLMATBHBIX CETSIX, OCOOCHHO MPH
HEOOXOIMMOCTH BHECEHHM S TTOJTHOM MPeJOTUIAThI 32 TOBAp WIIH YCIIyTH;

- HCHOHB3YﬁTC CJIOKHBIC ITapOJik, COCTOAIINE U3 KOM6HHaHI/Iﬁ LII/I(bp u 6YKB NI MHBIX CUMBOJIOB;

- BO3JICPKUTECH OT MApOJiel — JaT POXKAECHUs], UMeH, (DaMUIIHI, TO €CTh TeX, KOTOpPBIE JIETKO
BBIYUCIUTD JIUOO TIOJ00PATh.

OGecrieyeHre 3alIUThl OT KUOEPIIPECTYIUICHUI MOXKET 3aHSTh JIOBOJILHO MIPOJOJIKUTEILHOE BPeMsI 1
HEKOTOPBIX YCHJIMH 110 U3YUYCHHIO PA3JIMYHbIX IIPABUII ITOBEICHHS B KHOSPIIPOCTPAHCTBE, HO BCeria
toro crout. CoOmoaeHre Takux npaBul 6e30macHoi padoTsl B IHTEpHETE, Kak BO3/IEpKaHUe OT
3arpy30K U3 HEM3BECTHBIX MICTOUYHUKOB M TIOCEICHHsI CAUTOB C HU3KOW peryTaleil — 3TO 3/1paBblii
CMBICJI B paMKax MpeJoTBpalleHus1 KuoeprpecTyiieHuid. BaruMartenbHoe U 6epekHoe OTHOIIEHHE K
CBOHMM YYETHBIM U MIEPCOHAILHBIM JJAHHBIM MOXET IOCIOCOOCTBOBATH 3AIIUTE OT
37I0yMBIIUIEHHUKOB. OHaKo HanOosee 3(pPEeKTUBHBIM METOIOM 3aIIUTH O-TTPEKHEMY OCTACTCS
UCIIOJIb30BaHKE COBPEMEHHOI'O U KAYeCTBEHHOTO AHTUBUPYCHOTO PEIIICHUSI.
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08 Hosiops 2021

Aodpec cmpanuypi: https://tomsk.sledcom.ru/news/item/1626877
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